Web Applications Security Testing

Course code: GOC55

Do you develop any web app applications and consider the integration of security testing into their lifecycle? Then this
course is design right for you.You will learn when and how to test the web application effectively. You will learn how to
conduct both manual and automatic tests of security and how to combine appropriately this particular testing methods.
You will familiarize yourself with the OWASP project, with its methods and freely accessible tools. After finishing the
course you will be able to conduct separate penetration tests of web application and to evaluate the risks connected to
vulneralibities found. And on top of that you will learn how to keep a record appropriately and audit the security findings
and learn how to measure the benefits of security testing.

Pro koho je kurz urcen
Kurz je uréen hlavné vyvojarim webovych aplikaci a zadinajicim penetracnim testerim, ale také vedoucim pracovnikim

IT (CI0) nebo managementu organizace, ktery je odpovédny za informacni bezpecénost (CISO).

Studijni materialy
Studijni material GOPAS, a.s.

Osnova kurzu
Uvod do Fizenf kvality softwaru
- Dopady testovani
- Kdy, co a jak testovat
- Zarazeni bezpecnostnich testd do Zivotniho cyklu aplikace
- Modelovani hrozeb
- Tvorba testovacich pfipadd a scénard
- White box vs. black box testovani
- Testovaci metody a postupy
- Metriky pro méreni pfinosd bezpec¢nostnich testd
Sezndmeni s Open Web Application Project (OWASP]
- Prinosy OWASP pro testovani webovych aplikaci
- Zajimavé nastroje
- Doporucené dokumenty a prirucky
- OWASP Testing Guid
- Application Security Verification Standard (ASVS)
Bezpecnostni testovani webovych aplikaci podle OWASP
- Mapovani prostredi
- Mapovani webové aplikace
- Testovani autentizace
- Testovani autorizace
- Testovani session managementu
- Testovani validace vstupl
- Testovani error handleringu
- Testovani kryptografie
- Testovani obchodni logiky
- Testovani klientskych operativ
Checklisty pro testovani
Automatické testovani bezpeénosti
Klasifikace zranitelnosti
- Common Vulnerability Scoring System (SVSS]
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Tvorba zavérec¢nych zprav
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