Windows Server - hacking and pentesting Active

Directory

Course code: GOC213

Five-days instructor-led training which will teach you the methods used both for attacks and penetration testing against
Active Directory. You will be able to practice all the attacks using the tools such as Kali Linux or Commando VM

Praha 5 34 500 K& 50
Brno 5 34 500 Ké 50
Bratislava 5 1380€ 50

The prices are without VAT.

Course terms

T (©) 22.06.2026 5 34 500 K¢ Telepresence CZ/SK GOPAS Praha
T @ 22.06.2026 5 34 500 K¢ Telepresence CZ/SK GOPAS Brno
T 18 22.06.2026 5 1380 € Telepresence CZ/SK GOPAS Bratislava
07.09.2026 8 34 500 K¢ Online CZ/SK Online
07.09.2026 5 1380 € Online CZ/SK Online
~14.09.2026 5 34 500 K¢ Telepresence CZ/SK GOPAS Brno
©14.09.2026 5 34 500 K¢ Telepresence CZ/SK GOPAS Praha
~ 14.09.2026 9 1380 € Telepresence CZ/SK GOPAS Bratislava
©07.12.2026 5 34 500 K¢ Telepresence CZ/SK GOPAS Praha
~ 07.12.2026 5 34500 K¢ Telepresence CZ/SK GOPAS Brno
07.12.2026 5 1380 € Telepresence CZ/SK GOPAS Bratislava

The prices are without VAT.

Pro koho je kurz urcen
Kurz je urcen IT spravcim, bezpecadkim i pentesterdm, ktefi se chtéji dozvédét jak funguji pokrocilé techniky Utokl na
Active Directory.

Co vas na kurzu nauc¢ime

Predpokladané vstupni znalosti

Znalosti v rozsahu kurz{ uvedenych v sekcich Pfedchozi kurzy a Souvisejici kurzy
Dobré znalost technologii TCP/IP a DNS

Osnova kurzu

Kradez prihladovacich (dajd a lateralni pohyb positi, Pass-the-Hash, Pass-the-Ticket, Silver Ticket, Overpass-the-Hash,
DCSync

Hadani hesel, password spraying a brute-forcing

MITM uGtoky, NBNS/LLMNR Spoofing, NTLM Relay, Kerberoasting

Offline Utoky na Active Directory, desSifrovani DPAPI a DPAPI-NG

Utoky na autentizaci pomoci ¢ipovych karet

Dosazeni persistence, Skeleton Key, Golden Ticket Utok
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Detekce pomoci Microsoft ATA
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