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Course code: GOC251 
In this one-day course, we will walk participants through the individual steps of detecting, managing, resolving,
reporting and evaluating cyber security incidents using practical examples from small and large corporate
environments. The course is conducted in a table-top exercise style, meaning the lecturer presents questions that arise
in a hypothetical cyber incident situation and, together with the participants, considers options for how to proceed. The
aim is for the participants to actually realize and justify what is appropriate to do in the individual phases and what
mistakes to avoid before a cyber incident even occurs.

 

The prices are without VAT. 
 
Course terms 

The prices are without VAT.  

Assumed entry knowledge 

Awareness and basic knowledge within the scope of the courses listed in the Previous courses and Related courses 

 sections  

Course outline
Incident management according to the American NIST 800-61
Incident life cycle
Roles of employees and their responsibilities
Policies, processes and procedures in general
Incident preparation
Detection and security awareness (detection, awareness)
Tasks of individual workers and users (roles and responsibilities)
Internal incident reporting (communication)
Initial incident analysis and response (identification, analysis)
Communication within the organization, asset and risk guarantors, management (communication, owners,
governance)
(Pre)approval of interventions and procedures during the incident (notification, response)
Prevention of further spread (containment)
Mitigation (mitigation)
Eradication and cleaning of the infection (eradication)
Reporting to authorities (reporting)
Recovery and return to operation (recovery)
Prevention of recurrence (remediation)
Lessons learned from the crisis development (lessons learned) learned)

Affiliate Duration Course price ITB

Praha 1 7 500 Kč 10

Brno 1 7 500 Kč 10

Bratislava 1  330 € 10

Date Duration Course price Type Course language Location

07.12.2026 1 7 500 Kč Online CZ/SK Online

07.12.2026 1  330 € Online CZ/SK Online
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